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Introduction

Introduction

The main aim of this booklet is to exemplify standards for those teaching Cambridge International AS & A
Level Computer Science (9608), and to show how different levels of candidates’ performance relate to the
subject’s curriculum and assessment objectives.

In this booklet candidate responses have been chosen to exemplify a range of answers. Each response is
accompanied by a brief commentary explaining the strengths and weaknesses of the answers.

For ease of reference the following format for each component has been adopted:

Question
.
Mark scheme
$
Example candidate
. response )

4

Examiner comment

Each question is followed by an extract of the mark scheme used by examiners. This, in turn, is followed by
examples of marked candidate responses, each with an examiner comment on performance. Comments are
given to indicate where and why marks were awarded, and how additional marks could have been obtained.
In this way, it is possible to understand what candidates have done to gain their marks and what they still
have to do to improve their marks.

This document illustrates the standard of candidate work for those parts of the assessment which help
teachers assess what is required to achieve marks beyond what should be clear from the mark scheme.
Some question types where the answer is clear from the mark scheme, such as short answers and multiple
choice, have therefore been omitted.

Past papers, Examiner Reports and other teacher support materials are available on Teacher Support at
https://teachers.cie.org.uk
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Assessment at a glance

Assessment at a glance

For Cambridge International AS and A Level Computer Science, candidates may choose:

s iotake Papers 1, 2, 3 and 4 in the same examination series, leading to the full Cambridge International
A Level

» i follow a staged assessment route by taking Papers 1 and 2 ifor the AS Level qualification) in one
series, then Papers 3 and 4 (for the full Cambridge International A Level in a later series

» to take Papers 1 and 2 only {for the AS Level qualification).

Components Weighting (%)

AS A

All candidates take
Paper 1 Theory Fundamentals 50 or
This written paper contains short-answer and structured questions.
There is no choice of questions.

75 marks
Externally assessed 1 hour 30 minutes
Paper 2 Fundamental Problem-solving and Programming Skills 50 25

This written paper contains short-answer and structured questions.
There is no choice of guestions.

Topics will include those given in the pre-release material.’

75 marks

Externally assessed 2 hours

Paper 3 Advanced Theory - 25
This written paper contains shorf-answer and structured questions.
There is no choice of guestions.

75 marks
Externally assessed 1 hour 30 minutes
Paper 4 Further Problem-solving and Programming Skills . 25

This written paper contains short-answer and structured questions.
There is no choice of guestions.

Topics will include those given in the pre-release material.’

75 marks

Externally assessad 2 hours

Advanced Subsidiary (AS) forms 50% of the assessment weighting of the full Advanced (A) Lavel.

Teachers are reminded that the latest syllabus is available on our public website at www.cie.org.uk and
Teacher Support at https://teachers.cie.org.uk
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Paper 3

Paper 3 — Advanced Theory

Question 1

1  The following syntax diagrams, for a particular programming language, show the syntax of:

an assignment statement
a variable

a letter

an operator

Assignment statement "y, riable - : }—=1 Variable = Operator = Variable [—={ e

- & & @

Variable

| Letter »| Letter = Letter =

Letter N ,f;\ . Operator n f:\ N
N

- O
O -
@~ o

(a) The following assignment statements are invalid.
Give the reason in each case.

(i) a=b+c
[ T E T TP ETRTRPTPP
1]

(i) a =b - 2;
T o ST PS
1]

(ili) a = dd * cce;

ST = o ST

]
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Paper 3

Question 1, continued

(b) Write the Backus-Naur Form (BNF) for the syntax diagrams shown on the opposite page.

<assignmentstatement> ::=

<variable> ::=
<letter> ::=
<operator> ::=
...[6]
(c) Rewrite the BNF rule for a variable so that it can be any number of letters.
<varilable>» ::=
..[2]

(d) Programmers working for a software development company use both interpreters and
compilers.

(i) The programmers prefer to debug their programs using an interpreter.

Give one possible reason why.

1]
(ii) The company sells compiled versions of its programs.

Give a reason why this helps to protect the security of the source code.

1]



Paper 3

Mark scheme

1 (a) (i) | %' missing 1
(ii) | ‘2’ is not a variable 1
(iii) | "e’is not a valid letter 1
(b) <assignment statement> ::=
<variable> = 2
<variable><operator><variable>; 2
<wvariable> ::= <letter>|<letter><letter> 1
<letter><letter><letter>
. . _ 1
<letter> ::= al|b|c|a
<operator> :: =+|-|*|=
(c) <letter> <letter><variable> f// <letter> 2
<wvariable><letter>
(d) (i) | debugging is faster/ easier
/l can debug incomplete code
/! better diagnostics 1
(ii) | compiler produces executable version — not readable / no need for source
code 1
/I difficult to reverse-engineer
Total: 13
8 Cambridge International AS & A Level Computer Science 9608




Paper 3

Example candidate response — high

(@) The following assignment statements are invalid.

(b)

(c)

Give the reason in each case.

(i a=b+ec
Reason-..fyalid._assignment_saternen? Shra¥ _comdaun a3’ al e end. ..

ofg given

() a=5h -2
Reason .20 i5...000....a.uahd._uanable. Vanables...con o0ls. b
made.of 123 defles (a,bacond only). ]

(i} a = ad * cce;
Reason ...cE...contarns. € ohih s ot avahd . lefler:. LeHer can......
Sl contain..  Aabs e or e ML 8o eeneneeen[ 1]

Write the Backus-Naur Form (BMF) for the syntax diagrams shown on the opposite page.

<assignmentstatement> ::=

Xyariable > <=7 <vangble> <oP¢rator><vangble>< 3>

<variable> ::=

<leHer> | < leder> < Jetler> | <letters <leter> < leler

T T T T e R EE LR L L L L]

<letter> ::=

<operator> ::=

Rewrite the BMF rule for a variable so that it can be any number of letters.

<variable» 2:=

clﬁ*f*ﬁ]f*ﬂﬂﬂﬂmfﬂfﬁf‘-‘m



Paper 3

Example candidate response — high, continued

{(d) Programmers working for a software development company use both interprelers and
compilers.

(i) The programmers prefer to debug their programs using an interpreter.

Giva one possible reason why.

(i) The company sells compiled versions of its programs.
Give a reason why this helps to protect the security of the source code:
Compilers...oduce.... 0. oksect.code. Jile. Lagxe el folaceing. . drandaHon...

Pﬂvﬂ%

Swice tode k0o, longer. neerssary Rrexecution . Hanfans sofiware . 1)

Examiner comment — high

In part (a)(i) the candidate has identified that each assignment statement should end with a ‘;’. In part (a)(ii)
they have justified their answer by stating that a variable can only consist of a certain number of letters. This
is correct. However, the mark would have been awarded if the answer just consisted of the first sentence. It
was sufficient to recognise that the 2’ was the reason why the assignment statement was invalid. Again, in
(iii) their first sentence was sufficient to gain the mark.

In part (b) the candidate has demonstrated an ability to write BNF. This is shown by the correct answers for
<variable>, <letter> and <operator>. However the candidate has enclosed the terminal symbols ‘=" and *;’
with angle brackets in the answer for <assignment statement>. This was incorrect. One of the terminal
symbols was part of the answer for the first mark and the second terminal symbol was part of the answer for
the second mark. Consequently neither mark was awarded.

In part (c) the candidate has identified the two alternative possibilities, including the recursive option that
allows for any number of letters.

The answer to part (d)(i) does not address the question being asked. It is not true that, after the execution of
every line of code by an interpreter, error messages are produced. Only lines with errors would cause the
production of error messages. It is also true that a compiler can produce useful error messages. In part (d)(ii)
it was sufficient to write that an executable version of the code is produced.

Marks awarded for part (a) = (i) 1/1, (ii) 1/1, (iii) 1/1
Marks awarded for part (b) = 4/6
Marks awarded for part (¢) = 2/2

@ =

Marks awarded for part

) (i) 0/1, (ii) 1/1

10 out of 13

Total marks awarded
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Paper 3

Example candidate response — middle
(a) The following assignment statements are invalid.

Give the reason in each case.
{iy a=b+e

Reason &dﬂs}cmwmwl:be?mfﬁnfm@kmlgﬁeﬁ

R |

fiii) a = dd * cee;
Reason.....0... \ete 1 5’1‘]{1&2&@.&,&!{%&—'&.1\@,4‘:@(;

(b} Write the Backus-Naur Form (BNF) for the syntax diagrams shown on:the opposite page.

<assignmentstatement> ::=

B T e e T i B A Z A o
<variable> ::= )
bt L R T s
<letter> 1:=

ﬂ;]&h;.‘ci.,

<pperator> i:= a
"","‘l.‘cf"‘d'[ﬁl
{c) Rewrile the BNF rule for a variable.so that it can be any number of letters.

£yariable> ::=

..... & Neblermaeltiadien. o )



Paper 3

Example candidate response — middle, continued

(d) Programmers working for a software development company use both interpreters and
compilers.

(i) The programimers prefer to debug their programs using.an interpreter.

Give one possible reason why.

s A < 1) <SSO OTISIPSPSOOOOROPRRROTOON |
(i) The company sells compiled versions of its programs.

Give a reason why this helps to protect the security of the source code.

AR 0o 5. 0. PRREAL duGoy . exeeudiso..of. pehytant......

_Ckﬂ%.__mﬂhma_EEELM‘&E&.;&&Q..L&..MAIL&H&;.mm..ﬁ.ﬁig&v:ﬁ..iﬁ.."_i1]
wndetskard. !

Examiner comment — middle

Part (a)(i) is clearly incorrect. Some latitude was exercised in part (a)(ii) where it is assumed that the
reference to ‘constant’ was a comment about the presence of the ‘2. Therefore the mark was awarded. The
answer to part (a)(iii) was precisely the answer required.

In part (b) the BNF for <assignment statement> only made an attempt at the second of the two marks
available. It failed to achieve this as a ‘;’ has been omitted. The answer for <variable> correctly defined that it
could consist of either one letter or two letters. However the fact that <variable> could consist of three letters
is omitted. The BNF for <letter> and <operator> are correct.

In part (c) the answer given by the candidate identified neither possibility for <variable> and scored no
marks.

‘Debugging is easier’ was sufficient to gain the mark in part (d)(i). Part (d)(ii) is a very good answer. Either of
the two sentences, given as the answer, would have scored the mark. The second sentence is of better
quality than the first.

Marks awarded for part (a) = (i) 0/1, (ii) 1/1, (iii) 1/1
Marks awarded for part (b) = 3/6

Marks awarded for part (c) = 0/2

Marks awarded for part (d) = (i) 1/1, (i) 1/1

Total marks awarded = 7 out of 13

12 Cambridge International AS & A Level Computer Science 9608



Paper 3

Example candidate response — low
(2) The following assignment statements are invalid.

Give the reason in each case.

(i) a=hb+c
Reason .. Sgrmcf.} ........................ E:[ ,,,,,, bﬁm a{fdad

() a=>b- 2

Heasun & T ‘-uﬁm ....... ?' 15 ..... ﬂ.ﬂ'.l' ..... dﬁﬁﬂeﬂf hﬁyﬂmﬁ.
(i) a = dd * cce;
et o€ .. L:Qciﬁwi n..

(b) Write the Backus-Naur Form (BNF) for the syntax diagrams shown on the opposite page.
<assignmentstatement> ::=
Sveniohle.. €22 Shanlable > Sofhador. . < Variakle 2657
<variable> :1:=

2 itk ] aﬁ@ﬁ < letar > | letter><letter> Llettor>

<letter> ::=

<operator> iis

‘5+'}ﬂ<~">-,<1=¢§‘i""3‘[31

(c) Rewrite the BNF rule for a variable so that it can be any number of letters.

<variable> ::=

D SO Sl s l2]



Paper 3

Example candidate response — low, continued
(d) Programmers working for a software development company use both interpreters and
compllers,
() The programmers prefer to debug their programs using an interprater,

Give one possible reason why.

JE1s....005y.d.. localt... He..parl of e codk...caus g
O i L

(ii) The company sells compiled versions of lls programs.

Give a reasan why this helps to prolect the security of the source code.

Tecode s taelited _as a. whle o it.can

be . encucopted:rdUdual lines. i fhe. codeopr ot
Trangldul ™ one by one 14 Compiten.

Examiner comment — low

In part (a)(i) recognition that a semi-colon was required gained the mark. It was not necessary to state that
the semi-colon was needed at the end of the statement. Again in part (a)(ii) mention of the ‘2’ is sufficient for
the mark. In part (a)(iii) identification that the ‘e’ is the problem gained the mark.

In part (b) marks were lost here because every terminal symbol is surrounded by ‘<’ and >’. Precision was
expected and, where demonstrated, credit would have been given. The BNF for <variable> contained no
terminal symbols and therefore the candidate did not make this mistake. The answer for <variable> gained
the full marks.

In part (c) even if the candidate had placed a ‘|’ after <letter> this answer would still have been worth no
marks. If the answer had a ‘|’ before and after <letter> then a mark would have been awarded as this answer
identifies a single letter as a possibility for <variable>.

In part (d)(i) if the candidate had written ‘easier’ rather than ‘easy’ a mark would have been given. The
argument is that finding errors in code may not be easy but it is easier using an interpreter compared to
using a compiler. In part (d)(ii) neither sentence had any value. Both sentences were incorrect statements
about compilers.

Marks awarded for part (a) = (i) 1/1, (ii) 1/1, (iii) 1/1
Marks awarded for part (b) = 2/6
Marks awarded for part (c) = 0/2

d =

Marks awarded for part

) (i) 0/1, (ii) 0/1

Total marks awarded 5 out of 13
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Question 2

2

The incomplete table below shows descriptions and terms relating to malware.

(a) Complete the table with appropriate descriptions and terms.

Paper 3

Description Term
A Unsolicited emails containing advertising material sent to a
distribution list.
B A standalone piece of malicious software that can reproduce
itself automatically.
C Pharming
D Phishing

(b) For one of the terms, describe:

» a problem that might arise for a user

*  a possible solution to the problem
Choose between the terms:

A / B (circle your choice)

[4]

[ 0] 0] =T 1 TR

T 11 (T o R TR

..[2]



Paper 3

Question 2, continued
(c) Explain the following terms:

[ o Ty (Lo o T

L [Tl =T

-[2]

(d) A user downloads software from the Internet.

(i) State what should be part of the download to provide proof that the software is authentic.

1]

(ii) Describe the process for ensuring that the software is both authentic and has not been
altered.

-[4]

16 Cambridge International AS & A Level Computer Science 9608



Mark scheme

Paper 3

2

(a)

e Spam
« Worm
Pharming

redirect website to fake website // domain name server compromised
/I proxy server compromised

Phishing
through email attempt to obtain somebody’s confidential data / install
malware

(b)

Spam

+ user's inbox is filled by large amount of unwanted email

+ user / email server employs filtering software that can divert / delete
spam email

Worm

« could corrupt user's computer // delete data // consume bandwidth

+ run anti-virus software in the background // not connect to the Internet
/[l keep OS up-to-date

(c)

encryption: process of turning plain text into cipher text

public key: key widely available that can be used to encrypt message
that only owner of private key can decrypt // can be used to decrypt a
message thereby confirming originator of message

(d) (i)

digital signature

(ii)

software is put through hashing algorithm

hash total is encrypted with private key (digital signature)

software + encrypted hash / digital signature are sent

receiver is in possession of sender's public key

the received hash total / digital signature is decrypted with public key
(SH)

the receiver hashes received software (RH)

¢ |f SH matches RH then software is authentic and has not been altered

Any four
points 1
mark each

Total: 13




Paper 3
Example candidate response — high
2 The incomplete table below shows descriptions and terms relating to malware.

" +*(a) Complete the table with appropriate descriptions and terms. _

Description ik Term
A Unsolicited emails containing advertising material sentto a
distribution list. ! éPm
B A standalone pisce of malicious software that can reproduce

itself autmnatlcaily g . ; W erm..

?h R ﬁ B é:fc‘ﬁm .. cebich., mahmw code s

[ mﬂcomfuferof‘mmﬁr st S’:ﬁ ;

C | users. ‘]:o ....... s.)ts.rd:webﬂ!:ﬁ LuiHlpd: Pharming

“Emamt ........ m;—;&f ..... A an[chfy evi A2))
L. Jmﬂaj; systen. Fmﬁ% 4

P}Ujﬂl‘ﬂ il !-HO?( Cﬂn’.i.lﬁ.’fitﬁa.[ viey~
{—a e BCAOS mrﬁm{;f

D f;.\.r.glﬂ: nﬂri numbad a0
viﬁ#ﬁ’ﬁi}t ..... erch {:y m%m% ? W%/
ic,auy cmrnml at . L:y empil_spectn
whesd! lde e/ ) i F_f, ,_ 4]
(b) Forons of the terms St ; e?’&;;%?uﬂ ul&/ p‘fm

*  aproblem that might arise %or a user

iwn/ mHth

= apossible solution to thé problem

Choose bétwaen the terms:

A .(-:urcle your choice)

Prob]em A worm . cood. ,J@Jje HNehwork L\}z mm’:i'(t?
o

___________ k. a,nA A Aﬁ!a n...chodn. hoammisions
ptuech h i b
-ﬁm vrer mﬂSolutmn ore...... M-Ae maj/%j I»g 3:& .:..rsﬁnl I.LL) }E?’ﬁlg’.f

is. ﬂi?;u ...... m Wém:fmm b oo dnuﬁéeéakm

d‘rﬁft UA -’L‘Ef:
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Paper 3

Example candidate response — high, continued
(c) Explain the following terms:

Encryption ﬁﬂ.ﬂﬁ%ﬁ:‘[ﬁafﬂnf Q... MEL .gr:....f.ﬁl/&mn.&@&iﬂ....l
me%m@ﬁ& z sevder. and iterded

redever... can. read o T helves.... aﬁplywﬁgamﬁﬂnﬁ"m.]

E Mﬁ‘en,,--usf .,a..../.i%a.mfug.ﬁz.m HHESINGR .
F-ubiicke:_,r..ﬂ..,bﬁ:i&cl...f-a..,.,,ﬁﬂ F Pﬁlﬂqg#:gﬁﬂ&oﬂslnmd&

...................................................................................................................................................

(d) A user downloads software from the Internet.
(i) State what should be part of the download to provide proof that the software is authentic.

(i) Describe the process for ensuring that the software is both authentic and has not been
altered.

1?75 mmﬁm:ﬁcﬁp@?v%&yﬁm

* dyh signabie: Digthl signoure...obfched. o the. sofuare.
The. whole: 5o fmme,jl..mrﬁﬁéﬁ;{.._urbﬁ ...... cbenﬁpué&cf@ynhc}
the.se bme?&S&d@ﬂm&ﬁ?ﬁE)?@W%&dmf
dwﬁ is e seflware. using. s Brivede &orse Then. He.

cheat.. mce&?&!ﬁﬁnfl&%ﬁ%nabm ; ﬁemm!y

p’ﬁzf ﬂll}ﬁ & 'in:ﬂf a}ﬂfz’f!fﬂ /6 f )MFIL' a[ﬁan;‘fgﬁ
on Eoitﬁdwe,-refm d'.,q‘? mes Jgﬂf. He 5W
mersage J?aemi'?I He sare as Wfﬁﬁ?ga Jye; t

H\Eioﬂum' m{: _[mu }E:!b-*i 1 b
i cy the Cam{fny- H‘ oncf 1) wﬁmbc.s ince it



Paper 3
Examiner comment — high

In part (a) both ‘spam’ and ‘worm’ were correctly identified. For ‘pharming’, the phrase ‘misdirecting users to
fraudulent websites’ was sufficient to gain the mark available. The answer given to explain ‘phishing’ was
excellent. The crucial point concerning the use of electronic communication was present as was the purpose
of phishing. The answer need not have been as long as it was; the single mark available and the space
given to write an answer gave clues to candidates as to the length of the answer expected.

In part (b) the candidate selected worm as the basis of their answers. For a problem ‘wasting network
bandwidth’ was worth a mark. ‘Anti-malware’ achieved the mark for identifying a solution.

In part (c) no marks were awarded for the answers given. Encryption is not encoding and explaining how
encryption might be done is not the same as explaining what encryption actually is. The answer for ‘public
key’ does not go far enough. ‘It is used to encrypt plain text messages’ is true. However for the mark
something else was required so as to differentiate between public and private keys. A private key can be
used to encrypt a plain text message.

Part (d)(i) was answered correctly. For part (d)(ii) the candidate produced an excellent answer and was
awarded maximum marks. The first mark was for ‘software is hashed’; the second mark for ‘message digest
is processed with company’s private key’; the third mark for ‘with company’s public key’; and the fourth mark
for ‘applies the hashing algorithm again on the software’. There were a number of incorrect statements such
as the ‘software is encrypted’. The statement: ‘If the signature message digest ...” was also worthy of a mark.

Marks awarded for part (a) = 4/4
Marks awarded for part (b) = 2/2
Marks awarded for part (c) = 0/2
Marks awarded for part (d) = (i) 1/1, (ii) 4/4

Total marks awarded 11 out of 13
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Paper 3
Example candidate response — middle
2 The incomplete table below shows descriptions and terms relating to malware.

(a) Complete the tabls with appropriate descriptions and terms.

Description N Term
A Unsolicited emails containing advertising material sentto a Si;ﬂm
distribution list. - | < - S
B A standalone piece of malicious software that can repmduce
itself automatically. ; hom

RO ANK).. Abe. o8R0, TIOM, e Gﬂqmql.,....
c mqeu}hlthﬁﬁwJ%@aihisl)&ms Pharming
OMGHON..... 5. ORI e -

ORING...S0NS...009. oy MRS A
LRV el S DT OTON . SUC0LGS.
D .| . CIi o AonioR (Yon dteRl |  Phishing

LSk, O e, k. e, 5. Qleded dog
.pug oot i) e RO 1% efiered

[4]
(b) For one of the terms, describe:

= a problem that might arise 'ﬁ::u'él user

* @ possible solution to the problem

Choose between the terms:

'@I .{mrﬂla your choice) uﬂ]mm% ﬂEEﬁ +o
prociem ... CaN. S, e PG .. deRi. wiprkond Fles /.

gﬂ_umgj Qeon,. ¥ COmpuRy.. Jorpee onnidalten o the sy
Sotuton ... {50, QIS . SOFfn®. . O Y VilGs.. Conghet. Aok 1supated
LIP0anly te | doted 000 o e ‘*‘Pﬁ O



Paper 3
Example candidate response — middle, continued

{c}) Explain the following terms:

Encrypticn ﬁ‘ﬂ!&jpinﬂmﬂt,?m(@soj‘:Qk‘ﬂﬁg]ﬂg@ﬁiﬂm
Lo Foon o 6. Onidadab\Q 10 anUoNe. exrept 0.

- LONRG.. 0N 310, ARG, ARVICR. Q. IR £
Public key ... ﬁwbﬁc\@gmmmﬁﬂ:}mmw‘rm
0 e commonication...andis...weed) 10 ehade G
A0 Rt e
eeee s esssssees e s

(d) A userdownloads software from the Internet.

(I} State what should be part of the download to provide proof that the software is authentic.

{ii} Describe the process for ensuring that the software iz both authentic and has not been
altered.

T0..00600 e SOFteoR s hoth durhenhl. .Ond has ...
oo affeied UeRY. SN Q60 ok ey enciupi. sise...
0. 6... QL. Yeu S0gPlen.. Lol Y. UBSC eodss
Joe. Do, Ao 08550%. Laing. de IR0, e, ke cnd.
_when_the Mesgoge. . Sent. 0. ffe.. OBtnaon, ife...
Y. Of OO0l 8. Y0S. . D A

SRRSO ' |
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Paper 3

Examiner comment — middle

In part (a) both ‘spam’ and ‘worm’ were correctly identified. The answer for ‘pharming’ matches the first
answer given on the mark scheme. The statement on ‘phishing’ identifies the use of email ‘to derive’
personal data. Both the mark scheme and the candidate’s response do not state explicitly that this
confidential data is likely to be misused. This is assumed from the nature of the question being asked.

In part (b) the candidate selected worm as the basis of their answers. For a problem ‘slowing down a
computer’ was worth a mark. ‘Antivirus’ achieved the mark for identifying a solution.

In part (¢) a mark was awarded for that part of the first sentence that stated: ‘... process of changing data
into a form that is unreadable ..." Mention of ‘decoding device or language’ was ignored. The answer for
‘public key’ needed more than ‘known to all parties’; that much is obvious from the word ‘public’. Mention of
‘encode’ rather than ‘encrypt’ ensured that the rest of the answer was not worth any credit.

Part (d)(i) was answered correctly. In part (d)(ii) the process is described only in terms of what keys were
used and at what stage. There were no other details given. Stating that the encryption required a public key
and decryption required a private key was wrong in this context. Consequently the answer was not awarded
a mark.

Marks awarded in part (
Marks awarded in part (
Marks awarded in part (
Marks awarded in part (

)
)

)

/4
2/2
1/2
) = (i) 1/1, (ii) 0/4

a
b
c
d

Total marks awarded = 8 out of 13



Paper 3
Example candidate response — low
2 The incomplete table below shows descriptions and terms relating to malware.

® .
(a) Complete the table with appropriate descriplions and terms.

Description . Term

Unsolicited emails containing advertising material sentto a
distribution list. §{)M ........

A standalone piece of malicious sofiware that can reproduce .
itself automatically. - ek oy NMwvrun. .

bt k0o Mmui }Mmﬂ%'
o | otk thak luada ti 4 Lake.. | mis
ke ... sumadidicr... Ko Koo xoed one.....

R o ey [
-I:Mmﬁin ...... Q Wwvﬁ{[»&,am@.hmﬂ

FMMH ) [4]

(b) For one of the terms, describe:

= g problem that might arise for a user
= a possible solution to the problem

Choose between the terms:

A/ ‘ (circle j.rnur choice}

problem ... LY. cam  comnlk... . mrwrﬂim Mrdldwbjr

Solution .......... Bn...comki.. sutm.. %ﬂ«h&w{zﬂ#ﬂhtm

oo oreaenk. h"u{wm Moo m@uw] o Meetn oM 12
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Paper 3

Example candidate response — low, continued
(e) Explainthe following terms:

Encrypfion —[.’("L:’:-ﬂ_ mr.z[‘ka—ul, ..... aﬁ,cm - S
h : leta. mlz;, a.

(d} A user downloads software from the [nternst.

(i) State what should be part of the download to prmﬂde pmof that the software is authentic. -

(i) Describe the process for ensuring that the software is both authentic and has not been

alterad:

ww{,ﬁm"ﬁm;c ‘ajc:m ........ ﬂ'\.uj lm_l,‘n e.-mi—wa: f:h.«:\.ef
ci:q_ %ﬁw; el et chiet
SR MM :,l: s t.mpm«UE {a _

B 5 =4 ‘l‘ ..... ﬂ"‘f’ “-Hi’f"Hat._ WW m.um(-u.?g
..... The... Prwm aea... Cam.. ot ncel..\p.. Cone.......

...... Maepi’bﬁa : y

....... tham... (T !u;m
e J‘L‘-"L“J’M be"b}tawd:é whill ean
b cmmertid back tsing  tle forag ko )



Paper 3
Examiner comment — low

In part (a) only ‘spam’ was identified correctly. Similarities between ‘phishing’ and ‘pharming’ mean that
answers needed to be very clear for the mark to be awarded. The answer for ‘pharming’ states the use of
email. It is the use of email that characterises ‘phishing’. Consequently, and despite the answer referring to
‘fake website’, the mark was not awarded. The answer for ‘phishing’ is again not entirely accurate and
consequently failed to score. Reference to ‘fake website’ is more about ‘pharming’ than ‘phishing’. Not every
phishing email leads to a fake website.

In part (b) although the candidate had given ‘virus’ rather than ‘worm’ the similarities between the two meant
that marks for this part of the question could still be awarded. Consequently the statements ‘loss of data’ and
‘anti virus’ gained both the marks available.

In part (c) for the answer for ‘encryption’ the candidate wrote: ‘... cannot be easily understood ...". This was
not considered to be worthy of a mark as it suggests that the encrypted text could be understood with
difficulty. This is not true. The answer for ‘public key’ was given a mark as it states that a file encrypted with a
public key can be decrypted with a private key.

Part (d)(i) was answered correctly. In part (d)(ii), despite correctly giving digital signature in part (d)(i), the
candidate wrote about digital certificate. In the second part of the answer the process is incorrectly described
as one where the encryption is done with the public key and the decryption with the private key. This answer
received no marks.

Marks awarded for part (a) = 1/4
Marks awarded for part (b) = 2/2
Marks awarded for part (c) = 1/2
Marks awarded for part (d) = (i) 1/1, (ii) 0/4

Total marks awarded 5 out of 13
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Paper 3

Question 3

3 (a) A particular programming language allows the programmer to define their own data types.
ThisDate is anexample of a user-defined structured data type.

TYPE ThisDate
DECLARE ThisDay : (1, 2, 3, 4, 5, &, 7, 8, 9, 10, 11, 12,
13, 14, 15, 16, 17, 18, 1%, 20, 21, 22, 23,
24, 25, 26, 27, 28, 29, 30, 31)

DECLARE ThisMocnth : (Jan, Feb, Mar, Apr, May, Jun, Jul, Rug,
Sep, 0Oct, HNov, Dec)
DECLARE ThisYear : INTEGER
ENDTYPE

A variable of this new type is declared as follows:
DECLARE DateOfBirth : ThisDate
(i) Name the non-composite data type used in the ThisDay and ThisMonth declarations.
1]
(ii) Name the data type of ThizDate.
1]

(iii) The month value of Date0ofBirth needs to be assigned to the variable
MyMonthOfBirth.

Write the required statement.

]



Paper 3

Question 3, continued

(b) Annual rainfall data from a number of locations are to be processed in a program.
The following clata are to be stored:

* |ocation name
*  height above sea level (to the nearest metre)

+ total rainfall for each month of the year (centimetres to 1 decimal place)

A user-defined, composite data type is needed. The programmer chooses
LocationRainfall as the name of this data type.

A variable of this type can be used to store all the data for one particular location.

(i) Write the definition for the data type LocationRainfall.

.[5]

(ii) The programmer decides to store all the data in a file. Initially, data from 27 locations will
be stored. More rainfall locations will be added over time and will never exceed 100.

The programmer has to choose between two types of file organisation. The two types are
serial and sequential.

Give two reasons for choosing serial file organisation.

.[2]
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Mark scheme

Paper 3

(a) (i) | enumerated 1
(i) | record 1
(ili) | MyMonthOfBirth € DateQfBirth.ThisMonth 1

(b) (i) | TYPE LocationRainfall 1

DECLARE LocationName : STRING 1
DECLARE LocationHeight : INTEGER 1
DECLARE TotalMonthlyRainfall : ARRAY[1..12] 1+1
ENDTYFPE
(ii) |» noneed to re-sort data every time new data is added 1
= only a small file so searching will require little processing 1
= new records can easily be appended 1
[max 2]

Total: 10




Paper 3

Example candidate response — high

3 (a) A particular pmgrammi'rrg language allows the pragrammer to define their own data types.
ThHisDate is ahexample of a user-defined structured dala type.

TYPE ThisDate -
DECLARE ThisDay v ol B84, 5. 8. 5, B, 08, 00, 11, 34,
13, 14, 15, 14, 17, 18, 19, 20, 21, 22, 23,
24, 25, 26, 27, 28, 29, 30, 31)
DECLBRE ThisMonth : (Jan, Feb, Mar, Apr, May, Jun, Jul, Aug,
Sep, Oct, Wov, Dec) ;
DECLARE ThisYear : INTEGER
ENDTYPE

L'l

A variable of this new type is declared as follows:
DECLARE DateCfBirth : ThisDate
() Name the non-composite data type used in the ThisDay and ThisMonth declarations.

RPN IO .1 L L SORRORRY

(i) Name the data type of ThisDate.

(ili) The month value of DateofBirth needs to be assigned to ths variable
MyMonthOfEirth.

Write the required statement. :
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Paper 3

Example candidate response — high, continued

(b) Annual rainfall data from a number of locations are to be processed in a program.
The following data are to be stored:

*  location name y
* height above sea level (to the nearest metre)
* total rainfall for each month of the year (centimetres to 1 decimal place)

A user-defined, composite data type is needed, The programmer nhuuses
LocationRainfall as the name of this data type..

A variable of this type can be used to store all the data for one particular location.

(i) Write the definition for the data type Lé.cationna infall,

.....LMafs.'.mhlam.ﬁ...‘;....ﬁ.’mi.mg..:,.................... s
Hﬂﬁklﬁ‘agﬂfﬁ}nlew'\ : _Tn'rf% er j.
kel Rosn ol This Month 2 Qeal ) o
Eniﬁ:& pe,

...........................................................................................................................................

(i} The programmer decides to store all the data in a file. Initially, data from 27 locations will
be stored. More rainfall locations will be added over time and will never excesd 100.

The programmer has to choose between two types of file organisation. The two types are
serial and sequential.

Give two reasons for choosing serial file nrgsnlsatlnn

C.).Oh.]ﬁ...,,£tm...,...'..'EEKE!.!.F]..S-.. .crented . 1094 .
Wil oot doke much  processing fime with Ceviad file ocece.

(2). . Mare. locadione adder over time | can add ibe lotabion do
the.end of dhe dile without crealtng o new file, 2]



Paper 3
Examiner comment — high

‘Enumerated’ was correct in part (a)(i) and ‘set’ was incorrect in part (a)(ii). In part (a)(iii) the assignment
statement uses the given identifiers accurately and the dot notation is correctly applied to derive the required
field from the given record. Although ‘<~ is on the mark scheme — and is used in assignment statements on
9608 papers — “:=’ is perfectly acceptable. Even ‘=’ in this context would have been acceptable.

In part (b)(l) the answer had a suitable structure and used the given identifier. The correct data types were
selected for the location name, location height and the rainfall. The answer failed to achieve full marks as
there was no recognition that the rainfall data need to record twelve values. The presence in the answer of ‘=
RECORD’ and a number of semi-colons was not an issue.

In part (b)(ii) the candidate’s answer scored full marks as two correct reasons were stated. The first reason
matched the second mark point on the mark scheme. The second reason described the addition of records
to the end of the file and therefore matched the third point given on the mark scheme.

() 11, (ii) 01, (iii) 1/1
(i) 4/5, (ii) 2/2

Marks awarded for part (a)
Marks awarded for part (b)

Total marks awarded 8 out of 10
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Paper 3
Example candidate response — middle
3 (a) A pariicular programming language allows the programmer to define their own data types.
Thisbata isan example of a user-defined structured data type.

TYPE ThisDate
CECLARE ThisDay : (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12,
13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23,
24, 25, 26, 27,-28, 29, 30, 31)
DECLARE ThisMonth @ (Jan, Feb, Mar, Apr, May, Jun, Jul, BAug,
Sep, Oct, Nov, Dec)
DECLARE ThisYear : INTEGER
ENDTYEPE

A variable of this new typs is daclared as follows:

DECLARE DateOfRirth : ThisDate

(i} MName the non-composite data type used in tha Thisbay and ThisMonth declarations.

(ii) Mame the data type of Thi=Date.

B T [1]

{ili} The month wvalue of DateOfBirth needs to be assigned to the variable
MyMonthOfBirch.

Writs the required statement.

. HigMonth. OF Bz, Dae 08 B Thm Homfh. ..o ssssnne e ]



Paper 3
Example candidate response — middle, continued

(b) Annual rainfall data from a number of locations are to be processed in a program.
The following data are to be stored:

= localion name
+  height above sea level (to the nearest metre)
+ total rainfall for each month of the year (centimetres to 1 decimal place)

A user-dsfined, composite data type is needed. The programmer chooses
LocationRainfall as the name of this data type.

A variable of this type can be used to store all the data for one particular location.

(i) Write the definition for the data type LocationRainfall.

Tgpe ;
T TRy L i) I 17O L7 R R

..[5]

(li) The programmer decides to store all the data in a file. Initially, data from 27 locations will
be stored. More rainfall locations will be added over ime and will nevier exceed 100.

The programmer has to choose between lwo-types-of file organisation. The two types are
serial and sequéntial.

Give two reasons for choosing serial file organisation.

e e i

2]
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Paper 3

Examiner comment — middle

‘Set’ was incorrect in part (a)(i) but ‘record’ was correct for part (a)(ii). In part (a)(iii) the assignment statement
uses the given identifiers accurately and the dot notation is correctly applied to derive the required field from
the given record.

In part (b)(i) the answer does not follow exactly the syntax for a user-defined structured data type given in
the stem of the question. This was not an issue. The structure is clear, the correct identifier has been used,
and the data types for the fields are appropriate. A mark was lost as the candidate failed to include
recognition that the rainfall data was more than a single value and needed to be stored appropriately.

In part (b)(ii) the first sentence just states a fact about serial files and the second sentence repeats a fact
given in the question. Neither are reasons for choosing a serial organisation in the application given.
Consequently the answer gained no marks.

(i) 0/1, (ii) 1/1, (iii) 1/1
(i) 4/5, (i) 0/2

Marks awarded for part (a)
Marks awarded for part (b)

Total marks awarded 6 out of 10



Paper 3

Example candidate response — low
3 (a) A particular programming language allows the programmer to define their own data types.

ThisDate isan example of a user-defined structured data type.

TYPE ThisDate

DECLARE ThisDay (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 13,

13, 14, 15, 1e, 17, 18, 18, 20, 21, 22, 23,
24, 25, 26, 27, 28, 29, 20, 31)

DECLARE ThisMonth : (Jan, Feb, Mar, Apr, May, Jun, Jul, Bug,
Sep, .0ct, Hov, Dec)

DECLARE ThisYear :  INTEGER
ENDTYEE

A variable of this new type is declared as follows:

DECLARE DateOfBirth : ThisDate

(I} Name the non-composite data type used in the Thisbay and ThisMenth declaralions.

(ii) MName the data type of ThisbDate.

RIIG_— - T T R

(iii) The month value of DateOfBirth needs o be assigned to ihe variable

I:ﬂyHanthOfBi rth. -
Write the reqguired statement. 0D d_ﬂ.ﬂ{ E,‘\rﬂ.. .TL-LMQq.iL

[1]
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Paper 3
Example candidate response — low, continued

(b) Annual rainfall data from a number of locations are to be processed in a program.
The-following data are to be stored:

* |ocation name
*  height above sea level (to the nearest metre)

- total rainfall for sach month of the year (centimetres to 1 decimal place)

A user-defined, composite data type is nesded. The programmer choosas
LocationRainfall as the name of this data type.

A variable of this type can be used to store all the data for one particular location.

(i) Write the definition for the data type LocationRainfall.

B

(i) The programmer decides to store all the data in a file. Initially, data from 27 locations will
be stored. More rainfall locations will be added over time and will never exceed 100.

EN§T}?tHMMMMMM.

The programmer has fo choose between two types of file organisation. The two types are
.serial and sequential.

Give two reasons for choosing serial file organisation.

g@%&%ﬂlﬁ&%ﬁltnmmLAﬂi ikwtﬁu
veana A e




Paper 3
Examiner comment — low

‘Set’ was incorrect in part (a)(i). In part (a)(ii) the question used the term ‘structured data type’. The
candidate’s answer was ‘structured’. Consequently no mark was awarded. Those familiar with programming
in C (and its derivatives) would call ThisDate a ‘struct’. If the candidate had written ‘struct’ the mark would
have been given, albeit reluctantly. The syllabus does not include C, or any of its derivatives, as one of the
recommended languages and uses “record” as the preferred term for structures of the type given in the
question. In part (a)(iii) there are two incorrect parts to the answer: firstly, the presence of ‘DECLARE’ and,
secondly, the use of .. The presence of either of these on their own would have resulted in the awarding of
a mark of zero.

In part (b)(i) the answer closely matched the answer given on the mark scheme. ‘Decimal’ was an acceptable
alternative to ‘real’. The presence of the additional field ‘Month’ was not penalised.

In part (b)(ii) the first sentence is not incorrect but to be awarded the mark the candidate needed to state that
a new record would be appended to the file. In the second sentence ‘easier to find data’ is far too vague.

Marks awarded for part (a)
Marks awarded for part (b)

(i) 0/1, (ii) 0/1, (iii) 0/1
(i) 4/5, (i) 0/2

Total marks awarded 4 out of 10
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Question 4

4 (a) (i) Complete the truth table for this logic circuit:

A

m

Working space

ol ol

=]

(ii) Complete the truth table for this logic circuit:

m

Working space

ol ol|le

=]

Paper 3

[1]

[1]



Paper 3

Question 4, continued

(b) A student decides to write an equation for X to represent the full behaviour of each logic
circuit.

(i) Write the Boolean expression that will complete the required equation for X for each
circuit:

(ii) Write the De Morgan’s Law which is shown by your answers to part (a) and part (b)(i).

.[1]
(c) Write the Boolean algebraic expression corresponding to the following logic circuit:
A
B—
...[3]
(d) Using De Morgan’s laws and Boolean algebra, simplify your answer to part (c).
Show all your working.
...[3]
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Mark scheme

Paper 3

4 (@ Circuit 1
A B
0
1
0
1 1
(ii) Circuit 2
A B
0
1
0
1 1
(b) () |e circuit1: 4B 1
e circuit2: 4+B 1
(i) | 15= 7+5 1
(c) (A+ B).B
Mark as follows:
(A+B) 1
B 1
bar over whole expression 1
(d) (A+B).B
= (A+B)+B 1
=(4+B)+B 1
=A+(B+B) 1
=A+] 1
allow f.t. from (c) [max 3]
Total: 11




Paper 3

Example candidate response — high

4 (a) (i) Complete the truth table for this logic circuit:

A—'—\ N x
S SO

B

A o Y Working space. "

0 o |

0 1 O - ' )

1 0 0 /.

1. 1 | — ad . “

(if) Complete the truth table for this logic circuit:

/ [ ; Working space
- A B A R : X
o | o | )] | ]
0 t .-t ] & |
1 o |o | }
1 1
olo. O (1]
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Paper 3
Example candidate response — high, continued

(b) A student decides to write an equation for X to represent the full behaviour of each logic
circuit.

() Write the Boolean expression that will complete the required equation for X for each
circuit:

Gircuit :X = o AP

{il}y Write the De M:;:-rgén‘s Law which is shown by your answers to part (2) and part (b)(i).

m: ...... A B e s ]

(c) Write the Eu'ulaan algebraic expression cofresponding to the following logic circuit:

oo
LI =
-3

E— '

B
......... &Lﬁjﬁg&]

(d) Using De Morgan's laws and Boolean algebra, simplify your answer to part (c).

Show all your working.

it
. Y
4
LD
+
oo )
.L'?Q- :
4
1
I

3]



Paper 3

Examiner comment — high

In parts (a)(i) and (a)(ii) both truth tables were completed accurately.

In part (b)(i) despite the use of ‘X, rather than the preferred ‘., the answer for Circuit 1 was accepted. The
answer for Circuit 2 was correct. The candidate made the required deduction in part (b)(ii) and wrote the
appropriate De Morgan’s law. Again, the use of ‘X’ was accepted.

In part (c) all elements required for full marks were present. Again, the use of ‘x’ was accepted.

In part (d) although the final answer is correct only two marks were awarded. The first mark was for using the
rule that B + B = 1 and a second mark for using the rule that A + 1 = 1. Although the second line is correct
the question asked for all working to be shown. As itemised on the mark scheme there is an intermediate
expression between the starting expression and the expression given on the second line by the candidate.
Consequently no mark was awarded for the expression on the second line.

Marks awarded for part (a) = (i) 1/1, (i) 1/1
Marks awarded for part (b) = (i) 2/2, (i) 1/1
Marks awarded for part (c) = 3/3
Marks awarded for part (d) = 2/3

Total marks awarded = 10 out of 11
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Paper 3
Example candidate response — middle

4 (a) (i) Complete the truth table for this logic circuit:

A
X
B
} 'Wurﬁing space

A B 3 *Q)\ N6 X

o [ o | O | 1

0 1 o | | |

1t [ o | o | v \

1 1 | | O 0 e

(if) Complete the truth table for this logic circuit:

!

- ~. | Working space
A | B 8!Db{ paB X
0 o [ 1|\ [ \
0 1 110 \ '1
1 o |0 |\ \ |
! s D l 0 { 0 J O (1]




Paper 3

(b) A student decides to wrile an eguation for X to represent the full behaviour of each logic
circuit.

(iy Write the Boolean expression that will complete the required equation for X for each
circuit:

Circuit 1: X = ouvn s 0.,

e

(ii) Write the De Morgan's Law which is shown by your answers to part (a) and part (b)(i).

() Wirite the Boolean algebraic expression corresponding to the following logic circuit:
B 4% L
A - PR

B— (Fe). B (50). 6

|

(d) Using De Morgan's laws and Boolean algebra, simplify your answer to part (c).

Show all your working,

...................................................................................................................................................

(3]
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Paper 3

Examiner comment — middle
In parts (a)(i) and (a)(ii) both truth tables were completed accurately.

In part (b)(i) the candidate has seemingly confused the two circuits and consequently scored no marks.
However in part (b)(ii) the appropriate De Morgan’s law has been given and therefore the mark was
awarded.

In part (c) the candidate gave a fully correct answer. The candidate’s script showed an annotated logic
circuit. This was not asked for but it seemed to be a beneficial technique in arriving at the answer.

In part (d) the one attempt at simplification of the original expression scored no marks. Despite the
successful attempt at producing the appropriate De Morgan’s law the candidate applied the law incorrectly.
Also, if their answer had included ‘+’ instead of their *.’, no marks would have been awarded as the
necessary working would not have been shown.

Marks awarded for part

(a (i) 11, (i) 11
Marks awarded for part (b

(c

(d

(i) 0/2, (i) 1/1

=

Marks awarded for part 3/3
Marks awarded for part 0/3
Total marks awarded = 6 outof 11



Paper 3

Example candidate response — low

4 (a) (i) Completa the truth table for this logic circuit:

48

e i
A ——r—
X
B
Working space
A B X
0 0 \
0 1 &
1 0 &
1 1 @)
(ii) Complete the truth table for this logic circuit:
e
A ol
ndx
B
Working space

A X
0 \
0 1 \

1 0 \

1 1 &)
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Paper 3

Example candidate response — low, continued
(b} ‘A student decides to write- an equation for X to represent the full behaviour of each logic
eircuit.

(i) Write the Boolean expression that will complete the required equation for X for each
circuit:

(ii) Write the De Morgan's Law which is shown by your answers to part (a) and part (b)(i).

(¢) Write the Boolean algebraic expression corresponding to the following logic circuit:

R Tl N W £

{d) Using De Morgan's laws and Boolean algebra, simplify your answer to part (c).

Show all your working.

B S T W
I T ——

X =Tl el

T T T et e e L e L e e

(arl

weeeee[3]

=228
= - e

|
¥ ]
<\
N
-_-I:r'l



Paper 3
Examiner comment — low

The truth table in part (a)(i) was incorrect. The candidate labelled the logic gates correctly so the problem
was not one where a logic gate had been incorrectly identified. This candidate may have benefitted from
using the working space and adding a column which gave the output from the AND gate. The truth table for
part (a)(ii) was correct.

In part (b)(i) the Boolean expression for Circuit 1 was incorrect but the Boolean expression for Circuit 2 was
correct. In part (b)(ii) the candidate demonstrated no knowledge of De Morgan’s law.

In part (¢) the candidate annotated the logic circuit and correctly labelled each of the logic gates. However
the Boolean expression has no correct elements and no marks were awarded.

The candidate’s answer to part (¢) was incorrect and therefore the starting expression in part (d) was also
incorrect. However, marks were given for any working that showed a correct application of De Morgan’s laws
or Boolean algebra rules. In this answer the expression on the second line is an incorrect derivation from the
first line. However the expression on the third line has been produced using the rule A-A = A. Consequently
the candidate was awarded a mark.

Marks awarded for part

(a) (i) 0/1, (ii) 1/1
Marks awarded for part (b)

(c)

(d

(i) 172, (ii) 0/1

Marks awarded for part = 0/3
Marks awarded for part (d) = 1/3
Total marks awarded = 4outof 11
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Paper 3

Question 5

5 A gardener grows vegetables in a greenhouse. For the vegetables to grow well, the temperature
needs to always be within a particular range.

The gardener is not sure about the actual temperatures in the greenhouse during the growing
season. The gardener installs some equipment. This records the temperature every hour during
the growing season.
(a) Name the type of system described.

1]

(b) Identify three items of hardware that would be needed to acquire and record the temperature
data. Justify your choice for each.

1 =11 T RO

YL E () £07= 1 (o] o TR

1= 1 1

Y10 = ) o= (o o R

(=T34 T OO
B E T (=1 o o
...[6]
(c) The equipment records temperatures in the greenhouse. It does this for seven locations.
Each recording is stored as two successive bytes. The format is shown below:

Greenhouse location Temperature reading

7 6 5 4 3 2 1 0

Byte 1 Byte 2

The location is indicated by the setting of one of the seven bits in byte 1. For example,
location 4 is indicated by setting bit 4.

Bit 0 of byte 1 acts as a flag:

¢ the initial value is zero
¢«  when the reading has been processed itis setto 1

Byte 2 contains the temperature reading (two’s complement integer).



Paper 3

Question 5, continued

(i) Interpret the data in byte 1 shown below:

Byte 1 Byte 2

..[2]
(ii) The system receives a temperature reading of —5 degrees from sensor 6.

Complete the boxes below to show the two bytes for this recording. The reading has not
yet been processed.

Byte 1 Byte 2
[2]
(d) (i) The accumulator is loaded with the value of byte 1 from location 106.

Write the assembly language instruction to check whether the reading in byte 2 came
from location 4.

LDD 106 // data loaded from address 106

4]

(ii) Write the assembly language instruction to set the flag (bit 0) of the byte contained in the
accumulator to 1.

.[2]
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Paper 3

5 (a) Monitoring system 1
(b) « temperature sensor ... 1
. transmits measured temperature 1
« analogue to digital converter ... 1
. converts analogue signal from sensor to digital value that can be 1
stored 1
+ storage device // data logger... 1
. for recording readings from sensor 1
+ transmission hardware ... 1
. to transfer data from sensor to storage device 1
& processor ...
. to process incoming data [max 6]
() (i) | temperature reading in location 5 1
has been processed 1
(ii) | 0100 0000 1111 1011 2
1 mark per byte
(d) (i) |AND #BOOO1000OO // RND #&10 // BND #16 1T+1+1+
1 mark for 21D, 1 mark for address mode, 1 mark for mask, 1 mark for 1
indication of numbering system
(ii) | OR #BOO00OOO0O1 // OR #&01 // OR #1 1 +1
1 mark for OR, 1 mark for mask
Total: 17




Paper 3

Example candidate response — high

5 A gardener grows vegetables in a greenhouse. For the vegetables to grow well, the temperalure
needs to always be within a particular range.

The gardener is not sure about the actual temperatures in the greenhouse during the growing
season, The gardener installs some equipment. This records '.the 1emperature every hour during
the growing season.

(@)

Mame the type of system describéd. - ' g3

Mmm\mﬂhﬁ&)ﬁ&m ................................................. [1]

{b) ldentify three items of hardware that would be needed to acquire and record the temperature

(c)

data, Justify vour choice for each,
itemi . %&.ﬂin.rj.

Item 2 AY.AMCYDRvoces ok .

.Jushhcatluni A3, u‘iF_cL "m?mcf:t& H’L&C‘]ﬂ.{ﬂ- Ct?ﬂﬁdlﬁ:[b .......
Setend.... se. that it con_be. Saved and.. mm-puinlaL
s Yocd ok e
Jusnﬁcatmn:ﬁr Iﬁu)ﬁ:::].....ib 5&&1@ Wﬁﬂbﬁ'ﬁ ..... ﬁ X }LPUE

w‘fi‘!ﬁ fw‘”’“ﬁ teason.: We...weuld. heed o ‘J:maia

The. eqmpmant records temperatures.in the greenhouse. It does this for seven locations.
Each recording is stored as two successive bytes. The format is shown beic-w:

Gresnhouse location Temperature reading

6 5 4 3 2 1 0

54

Byte 1 Byte2

The location is indicated by the setting of one of the seven bits in byte 1. For example,
location 4 1s indicated by setling bit 4.

Bit 0 of byte 1 acte a¢ a flag:

=« the initial value is zero
*«  whan the reading has been processed it is set1o 1

Byte 2 contains the temperature reading (two's complement inleger).

Cambridge International AS & A Level Computer Science 9608
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Example candidate response — high, continued
(i) Interpret the data in byte 1 shown below:

7 & 5 4 3 2 1 0 3% ey 2y 16 2 4 o
o] 1] 1 0 0 0 0 1 o 4] 0 1 1 0 0 0
Byte 2

“The egui ipmext s dnlen vesding)
The... li:em‘:u'a}mm v leeation. B and 0

as. ‘he,m ..... mmecL.m ghﬂ:ur&c e s, ;11&7&?-
bﬂH\- Z‘}mi?.‘?ﬂ.i: ............................................................................................................

(i) The system receives a temperature reading of -5 degrees from sensor 6.

Complete the boxes below to show the two bytes for this recording. The reading has not
yet been processed.

Paper 3

_ﬂr'aa.
7 6 5 4 3 2 1 0 434y 2 4 a L Z;-;\
ojA|@|O[o|o|le]|o NESEEEDEA I —
\ 2% Byte 1 : Byte 2 '&'Lé
A [2] Zﬂ‘g—
'-"'.--- —r 5 -
é d) (i) The accumulator is loaded with the valus of byte 1 from location 108. J
Dok Write the assembly language instruction lo check whether the reading in byte 2 came
_1_6—- from location 4. .
'\.é LOD 106 // data loaded from address' 106
b2 LDDLIL .......................................................................................... U&E] |
5 WP TREIAAIAOAL LS e

rite the assembly language instruction to sét the flag (bit 0) of the byte contained in m
accumulator o1,

--- -' '-'-'l'-'--

S g T

R -.*:-\ﬂ—?, 0000000 A

.| 670 \06 ‘ |
(dy) - OLVT “ Yy |IC mdmka




Paper 3

Examiner comment — high

In part (a) the type of system was correctly identified.

In part (b) the answer was awarded the maximum mark. Although ‘sensor’ was given for the first item the
justification statement refers to a temperature sensor. This was sufficient to gain the first mark. The last part
of the justification for the temperature sensor states: ‘... sends data to processor’; this was sufficient to gain
the second mark. ‘Microprocessor’ and ‘process the data collected by sensors’ gained both marks for the
second item. ‘Hard-disk’ and ‘store temperatures’ were sufficient to gain marks for the third item.

In part (c)(i) the interpretation of the relevant byte was not totally accurate. The reference to location 0 as
well as location 5 was deemed to be not worthy of the first mark on the mark scheme. A mark was awarded
for ‘has been processed'.

In part (c)(ii) the binary patterns for both bytes were totally correct and both marks were awarded.

In part (d)(i) two marks were awarded for this answer. No mark was given for the operation as the candidate
had used ‘CMP’ and ‘AND’ was required. For the operand two marks were awarded: one for indicating
immediate address mode — the ‘# — and one mark for the use of ‘B’ to indicate that the actual operand value
was in binary. The binary value in the operand was wrong and no mark was given.

In part (d)(ii) the answer was awarded the maximum mark. Both the operation and the operand are stated
correctly.

11
6/6
() 172, (ii) 2/2
(i) 2/4, (ii) 2/2

Marks awarded for part (a)
Marks awarded for part (b)
Marks awarded for part (c)
Marks awarded for part (d)

Total marks awarded 14 out of 17
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Paper 3

Example candidate response — middle

5

A gardener grows vegeiables in a greenhouse. For the vegetables to grow well, the temperature
neeads to always be within a particular range.

The gardener is not sure about the actual temperatures in the greenhouse during the growing
season. The gardener installs some equipment. This records the temperature every hour during
the growing season.

(a)

(b)

(c)

Mame the type of system described.
Cm‘]"’h\ﬁba““ﬁ“’lm

Identify three items of hardware that would be needed to acquire and record the temperature
data. Justify your choice for each.

Hem 1 .. VR PEATNE o SO G oo
Justification ... Toe........... ST R £ 5 o KA 7 S
Baperekure | sed | sends  do e | coopetor
ltem 2 ....P.imLq.g.wn:.:}.g,:,.d@.&dﬁl..; ...... o XT3 s S
Justifiation ... uwﬁ+$¢ﬁemﬂﬂtﬂﬂ%uﬂﬁﬁ+w%ﬂ%9&@
- Do semse.. for.  dve compuber  d  rececd

Justification "'*F‘Emrfihwvﬁ‘rcl;‘ﬁ .......... loveds. .o
F%G?Mq%ﬁcmwph*ﬂ“{a]

The equipment records temperatures in the greenhouse. It does this for seven locations.
Each recording is stored as two successive bytes. The format is shown below:

Gresnhouse location Temperature reading

6 5 4 3 2 1 0

Byte 1 Byle 2

The location is indicated by the sefting of one of the seven bits in byte 1. For example,
location 4 is indicated by setting bit 4.

Bit 0 of byte 1 acts as a flag:

« the initial value is zero
» when the reading has been processed it is set to 1

Byte 2 contains the ternperature reading (two's complement integer).



Paper 3
Example candidate response — middle, continued

(i} Interpret the data in byte 1 shown below:

6 5 4 3 2 1 0
o |0 |1 ojo |0 0 1 0|10]0 1 1 0|0 |0

(LR T CEETTEE

Thie. Snoakibe i Fabiol o SRR o SRS
LS I, R
(i) The system receives a temperature reading of -5 degrees from sensor 6.

Complete the boxes below to show the two bytes for this recording. The reading has not
yat bean processed.

"

o|l{|o| ol ®o|la|e|© o O s O O O O I = e

-]
o
m
B
[
ra
-
=

Byte 1 Byte 2
(2l
(d) (i) The accumulator is loaded with the value of byte 1 from location 106.

Write the assembly language Instruction to check whether the reading in byle 2 came
from location 4.

LDD 106 J// data loaded from address 108

AL 8 GOO1 G000 .o s a4

(i) Write the assembly language instruction to set the flag (bit 0) of the byte contained in the
accumulator to 1. :

OR 0000 Q00| 2]
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Paper 3
Examiner comment — middle

In part (a) the type of system was incorrectly identified.

In part (b) “Temperature sensor’ was an appropriate item and given a mark. For the justification ‘... stores the
temperature’ was not worth a mark as sensors are not storage devices. However ‘... sends (temperature) to
the computer’ did gain a mark. An analogue-to-digital convertor was an appropriate item and also gained a
mark. However the justification required an answer that described that sensors provide analogue data
whereas a processor requires digital data. The answer given by the candidate doesn’t quite do that and
consequently no mark was awarded. The third item — humidity sensor — was not awarded a mark as there
was nothing in the question that indicated that humidity was a variable that needed to be monitored in this
system.

In part (¢)(i) the candidate’s answer included both the points required and gained the maximum mark.
In part (c)(ii) the binary patterns for both bytes were totally correct and both marks were awarded.

In part (d)(i) three marks were awarded. The operation — ‘AND’ — was correct, the numerical part of the
operand was correct and the fact that it is in binary was also indicated. The answer lacked the presence of a
‘# —to indicate immediate addressing — and therefore the fourth mark was not given.

In part (d)(ii) the operation was correct and a mark was awarded. For this part of the question only a totally
correct operand would gain the mark. The candidate failed to indicate that immediate address mode should
be used and therefore failed to gain a second mark.

0/1
3/6
(i) 2/2, (ii) 2/2
(i) 3/4, (ii) 1/2

Marks awarded for part (a)
Marks awarded for part (b)
Marks awarded for part (c)
Marks awarded for part (d)

Total marks awarded 11 out of 17



Paper 3

Example candidate response — low

5 A gardener grows vegetables in a greenhouse. For the vegetables to grow well, the temperature
needs to always be within a particular range.

The gardener is not sure about the actual temperatures in the greenhouse during the growing

season. The gardener installs some equipment. This records the temperature every hour during

the growing season. *

(a) MName the type of system described.
GM"ﬂﬁhrrmLAﬁ ...... A R [1]

(b) Identify three items of hardware that would be needed to acquire and record the temperature
data. Justify your choice for each. -

ltem 1 bmnr
dustification . &....... mulnm:.limﬂ?...,-.,Jrn,p.-:e}:,,,,ﬂg,..,.,.hmr:.c{s.im ..........
'{u/sz-frah'uhffﬂ&n;wym. ............................................................................

e 2 o NGO e

qr«lﬁH.«. ..... [ P S juil‘%lh}h{‘ﬁfﬂ"}/%!lsjh!ﬁ-
tem 8 . Anclogps. . Dig ikl .. Comurttm. CAR Y.
Justlticahnnﬁ;ﬂWUlHdﬂhi7Hth;°hiﬁlﬁl}ﬁlﬁM

(J.A-Jfﬁ:m,.iu}snﬁj ...... 3 J:Pﬁim%!mfu&.ll:fmmt ..mumajr.[a]
(c) The equipmént-reuér-:_js temperatures in the greenhouse. it does this-for seven locations.
Each récurdiné is stored as two successive bytes. The format is shown below:

Greenhouse localion Temperature reading " - _
7 6 5 4 3 2 1 0 o

Byte 1 Byte 2

The location Is indicated by the setting of one of the seiien bits in byte 1, For example,
location 4 is indicated by setting bit 4,

Bit 0 of byte 1 acts as a flag:

*  lhe initial value js zero
*  when the reading has been processed itis set to 1

Byte 2 contains the temperature reading (iwo's complement integer).
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Paper 3

Example candidate response — low, continued
(i) Interpret the data in byte 1 shown below:

7 6§ 5 4 3 2 1 0
T §F 88 0 ol 1 010 [0 1 1 ojof|o0

, Byte 1 7 Byte 2

i | G
e . N T - . 3

2]

(i} The system receives a temperatura reading of -5 degrees from sansor 6.

Complete the boxes below to show the two bytes for this recarding. The reading has not
yet bean processed.

7 6 5 4 3 2 1 0 -0 -4 -2 -3 -4 -b .
ol] |lo|lelal 0la]|O Olo| oo |oll |olao

Byte 1 Byle 2

[2]
(d) (i) The accumulator is loaded with the value of byte 1 from Incatinn 1086.

Write the assembly language instruction to check whether the reading In byte 2 came
fram location 4.

LoD 106 // data loaded from address 106

) O 30 | YOS 7

(ii) Write the assembly language instruction to set the flag {blt 0) of the byte contained in the
accumulator to 1.

FimD#mmamDOl[zl



Paper 3

Examiner comment — low

In part (a) the answer given was not the correct answer.

In part (b) a mark was awarded for temperature sensor, with the mention of temperature in the justification
statement being used to give the candidate credit for the correct type of sensor. However the justification
itself was not worth a mark. The candidate’s answer just states that a temperature sensor inputs
temperatures. An actuator was not worth a mark as this was not a control system. The third item — the
analogue to digital convertor — was correct and gained a mark. The justification was also worth a mark as
there was a clear statement that sensors produce analogue data whereas computers ‘only understand digital
data’.

In part (c)(i) clearly the candidate did not understand the question and gained no marks.

In part (c)(ii) only the binary pattern for the first byte was correct and therefore only a single mark was
awarded.

In part (d)(i) three marks were awarded for this answer. The operation — ‘OR’ — was incorrect. However the
operand gained the three marks that were available for this part of the instruction. A ‘#’ sign was present for
one mark. The operand value, ‘16, is not only correct but its value indicated the use of the denary number
system and therefore the lack of a symbol (‘B’ or ‘&’) was credited with another mark.

In part (d)(ii) the operation was incorrect. In the operand immediate address mode was indicated and the
numerical value was correct. However with the numerical value given in the operand it was necessary to
indicate that it was actually a binary value. The lack of a ‘B’ resulted in the candidate failing to get the second
mark available.

0/1
3/6

(i) 072, (ii) 1/2
(i) 3/4, (ii) 0/2

Marks awarded for part (
Marks awarded for part (
Marks awarded for part (

(

a
b
c

Marks awarded for part (d

~_ — —

Total marks awarded 7 out of 17
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Question 6
6 (a) Fourdescriptions and three protocols are shown below.
Draw a line to connect each description to the appropriate protocol.

Description

Protocol used

Paper 3

email client downloads an email from an email
server

HTTP

email is transferred from one email server to
another email server

POP3

email client sends email to email server

SMTP

browser sends a request for a web page to a
web server

[4]

(b) Downloading a file can use the client-server model. Alternatively, a file can be downloaded

using the BitTorrent protocol.

Name the model used.

(c) For the BitTorrent protocol, explain the function of each of the following:

]

.[2]

(1) SEOA oreeeee oo ee oo e e e e oot et et

.[2]

.[2]



Paper 3

Mark scheme

6

(a)

Description

Protocol used

email client downloads an
email from an email server

HTTP

email is transferred from one email
server to another email server

POP3

emalil client sends email to email >
server

SMTP

browser sends a request for a web
page to a web server

1 mark for
correct
arrow from
each
description

(b)

peer-to-peer

(c) (i)

Tracker: central server that:

stores details of other computers that have all / part of file to be

downloaded

// has data on those peers downloading and uploading file
// shares |P addresses with other clients in swarm allowing them to

connect

(ii)

Seed: peer computer
that has 100% of file // is uploading downloaded content

(iii)

Swarm: all the connected peer computers

that have all or part of the file to be downloaded / uploaded

/f share a torrent

1

Total: 11

64
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Paper 3

Example candidate response — high

6

(a) Four descriptions and three protocols are shown below.

Draw a line to connect each description to the appropriate protocol.

Description Protocol used
emalil client downloads an email from an email /l HTTP
server \ /|
\\7 |
email is transferred from one email server to /"" o [
: : POP3
another email server B

email client sends email to email server Pt \ SMTP

browser sends a request for a web page to a /
web server

(4]

(b) Downloading a file can use the client-server model. Alternatively, a file can be downloaded
using the BitTorrent protocol.

Name the model used.

N S e s T R IRt o ol T T I 0 ARSI i
(c) For the BitTorrent protocol, explain the function of each of the following:

() Tracker ...Censas.al... 3P addresses. of .. peers... ovolved o he Dk ca: Secders.
....................................................................................................................................... 2]
() Seed ...00¢..apart.of the .5 deenladed by...apeetait.on. €.
~made...axarlble o other. peeis . Ths. reducing.. burden. en.. 262%.e05.
....................................................................................................................................... 2]
(iii) Swarm ..Geperl ferm, wsed ko descnbe  all M peers. iovelved......

..............................................................................................................................



Paper 3
Examiner comment — high
In part (a) all the descriptions were correctly matched with the appropriate protocol.

In part (b) the answer given was incorrect. This was surprising given the understanding of the topic displayed
in part (c).

In part (¢)(i) this answer was awarded one mark for ‘IP addresses for peers’. Although not totally matching
the point on the mark scheme the answer conveyed the idea of the tracker maintaining the IP addresses of
those peers in the swarm.

In part (c)(ii) this answer was awarded both marks. There is reference to a seed being a peer for the first
mark. The statement ‘Once a file is downloaded ... it can be made available to other peers’ was worth the
second mark.

In part (c)(iii) both points required for the two marks were present in this answer. ‘... all the peers ...’ was
worth the first mark. The statement ‘seeders as well as downloaders’ was worth the second mark.

4/4
0/
() 172, (ii) 2/2, (iii) 2/2

Marks awarded for part (a)
Marks awarded for part (b)
Marks awarded for part (c)

Total marks awarded 9 out of 11
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Paper 3

Example candidate response — middle
6 (a) Four descriptions and three protocols are shown below.

Draw a line to connect each description to the appropriate protocol.

Description Protocol used
email client downloads an email from an email
server m.TP
email Is transferred from one email server to POP3
another email server !

!
email client sends email to email server —_— SMTP ;
browser sends a request for a web page to a /
web server

, i, (4]
(b) Downloading a file can use the client-server model. Alternatively, a file can be downloaded
using the BitTorrent protocol.
Name the model used.

?W‘_E"PQH' %!lfz S‘Mrma ...... YMAQ.‘. A) mA............................-n1

COX1) tp moke Suve thel Yev
(c) For the BitTorrent protocol, explaln ncnon o each of the iol ng

i o < B -1V ... ey 3500, ﬂ\.ﬂf
vauwmt@:@«iclul»m r@wéj‘l ............... (2] g

(ii) seed . Send s ave. Yhe  peaple “ e

awc rwwnﬂ &}J &K bmm Wk Q‘E’ ........... (2]

(iii) Swa Swerm.. [Jeop .....




Paper 3

Examiner comment — middle

In part (a) three of the four descriptions were matched with the appropriate protocol. The candidate failed to
connect the second description to any protocol. Did the candidate not know the appropriate protocol and was
not going to make a guess? Or did the candidate misunderstand the question and believe that each protocol
should only be matched with one description? The question is clear that each description should match to a
protocol.

In part (b) the correct model was given.

In part (¢)(i) this answer was awarded both marks. The tracker is described as a server for the first mark. The
second mark was given for ‘... links you to other peers so that you can exchange files ...". This statement
conveys the idea that the tracker uses the data that it stores to provide information that allows peers to
connect to each other and exchange file(s).

In part (c)(ii) the answer was awarded one mark. Although there is mention of peer-to-peer the candidate
does not state explicitly that a seed is a peer (computer). Credit was given for ‘... have the file that many
people want to download and are uploading the file ...’

In part (c)(iii) the answer gained no credit. The swarm is described as only those ‘downloading the file’,
thereby ignoring the seeds.

3/4
11
() 2/2, (ii) 1/2, (iii) 0/2

Marks awarded for part (a)
Marks awarded for part (b)
Marks awarded for part (c)

Total marks awarded 7 out of 11
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Paper 3

Example candidate response — low
6 (a) Fourdescriptions and three protocols are shown below.

Draw a line to connect each description to the appropriate protocol.

Description Protocol used

:t::g rcllent downloads an email from an er:all HTTP

email is transferred from one email server to POP3

another email server

email client sends email to email server SMTP

browser sends a request for a web page to a

web server

[4]
(b) Downloading a file can use the client-server model. Alternatively, a file can be downloaded
using the BitTorrent protocol. +34
Name the model used.
a;,m'méé ...... :fax..ie..?w...a?mlagﬂzy: ............................................ (1]
(c) For the BitTorrent protocol, explain the function of each of the following:

() Tracker ... xacker..is.Ave .. SeneC. sednid.. kaews. .. \ocelinn. ...
.aﬁ....m......‘“le.../..Jee.si.\lr....;..ém....&{c.'. .......................................................
....................................................................................................................................... [2]

@) Seed ... (Mxnygs... of... L0 ... connected.... digetar....in... 0oty
...Aarﬁa....:&e.....sea".é..,.m ....... wtill. bl Lhe sphe........
....................................................................................................................................... (2]

(W) Swarm ... B iS.... defhace. .. dhe. asin... k. ohvere.. RNRYY. ...



Paper 3
Examiner comment — low

In part (a) only one of the descriptions matches to an appropriate protocol. Again it is surprising that one of
the descriptions does not have a line from it to one of the protocols.

In part (b) the correct model was given.

In part (¢)(i) the answer was awarded both marks. The tracker is described as a server for the first mark. The
statement ‘... knows location of every file leecher, seeder ...” was awarded the second mark.

In part (c)(ii) the answer scored no marks. There is a correct statement that the more seeds there are the
greater the possible download speed. However this does not explain the function of a seed and therefore
was given no credit. There is also no reference to seeds being peers in this peer-to-peer network.

In part (c)(iii) the answer was awarded no marks. The swarm is described as a repository for file(s) that are
to be downloaded or a file that is uploaded. The swarm does this but there is no recognition in the answer
that the swarm is actually all the peer computers.

1/4
11
(i) 2/2, (ii) 0/2, (iii) 0/2

Marks awarded for part (a)
Marks awarded for part (b)
Marks awarded for part (c)

Total marks awarded 4 out of 11

70 Cambridge International AS & A Level Computer Science 9608



Cambridge International Examinations
1 Hills Road, Cambridge, CB1 2EU, United Kingdom
tel: +44 1223 553554 fax: +44 1223 553558

I . f A DIVISION OF
email: info@cie.org.uk  www.cie.org.uk O AMBRIDGE ASSESSMENT



mailto:info@cie.org.uk
http://www.cie.org.uk/

